DISCLAIMER

This Privacy Notice is for UX Research purposes only, it is not applicable to World App users and
does not reflect our real data collection, usage, sharing, or security practices. World App users
should not interpret this document as a guarantee of privacy rights or valid information

regarding their personal data.

Name and contact data of the
data controller

n o u

Tools for Humanity Corp. (“TFH”, “us”, “we”)

548 Market Street, PMB 49951,
San Francisco, CA 94104 USA

Purposes and legal grounds of
data processing

In the context of this processing we collect a video recording of
your Orb verification together with your name and email address
for the purpose of product tests and improvements.

We may collect, store and analyze the video recording for the
purpose of product improvements. This includes analyzing and
improving the user experience as well as ensuring product usability
and security. We may also process any other form of feedback that
you chose to share with us in the same way. We ask for your name
and email address to map the video recording to you and to allow
you to authenticate data subject requests.

Your data is processed on the legal basis of consent.

Categories of recipients

We do not sell or share your data. Nevertheless the following
categories of recipients may receive your data to enable the above
listed purpose of processing.

e Subsidiaries
e Internal teams

o We only share your data with team members who need
to have access to the data to perform their tasks
(access on a need to know basis)

e Third party service providers. In this context we use the
following categories of processors to enable the data
processing :



o Cloud service providers
o Communication tools

o IT security service provider

Retention period (GDPR, CCPA)

The data is retained for a maximum of 2 years or until you request
data deletion, whichever is sooner.

Subjects’ rights

Under the applicable data protection laws you have the following
rights:

e to information about the personal data we process
e to access to and a copy of the personal data

e to correction of personal data

e to deletion of personal data

¢ to demand that we restrict processing

e to object to personal data processing based on legitimate
interests

e to contact the competent supervisory authority

o The responsible supervisory authority is: The Bavarian
Data Protection Authority (“BayLDA").

¢ Right to revoke your consent to the use of your personal data

You can exercise these rights by contacting: d
po@toolsforhumanity.com or sending a letter to addressed to
“DPO”, Tools For Humanity Corporation, 548 Market Street, PMB
49951, San Francisco, CA 94104 USA

Automated decision-making and
necessity

You do not need to provide your personal data or agree to video
recording in order to participate in product tests. You can also
share your feedback directly with us.

No automated decision making takes place in the context of the
video recording of the product tests.

Third country transfers (GDPR),
under the CCPA already who you
share the personal data with

Data is stored and processed in the USA and EU.

TFH complies with the EU-U.S. Data Privacy Framework (EU-U.S.


mailto:Dpo@toolsforhumanity.com

DPF), the UK Extension to the EU-U.S. DPF, and the Swiss-U.S. Data
Privacy Framework (Swiss-U.S. DPF) as set forth by the U.S.
Department of Commerce. Further information can be found in
TFH’s general privacy notice available under
www.toolsforhumanity.com

Sharing and Selling of Personal
Information

Version: 1.0

Date: 2024-02-03

We are not selling personal data.


http://www.toolsforhumanity.com/

